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Jak vypada idealni aplikace?
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RYCH LA A VZDY BOHATA
SVIZNA DOSTUPNA GRAFIKA
BEZPECNA PLNA FUNKCI
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Odezva aplikace, vysoka dostupnost
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November 2011
May 2012

November 2012

144 KB
November 2013 142 KB
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Jak to budeme resit?
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- AT QUALITY: 90

With Image Optimization

QUALITY: 70
SIZE: 50
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Bezpecna aplikace
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6 min
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50 %
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ProcC nejde proste blokovat komunikaci
vSech robotu?
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Nelze snadno poznat
jejich zamer
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SECURITY
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I'm not a robot
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SECURITY
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Web

Elamonts
CESCHIFTION

<div> ... </div>

Denotes a generic “division™ within the
o of the decument. Elements contain
within & div are treated a8 4 semantic

group, The div element is typieally giv
meaning with the class, id, title,
Lang mtributes, wiich also allow it to

acoessible to scripts and selected in sty

sheets.

STARTAND TAGS
Rexquired/ Required

Hybrid

Tomsty 1200 Sonr 2085 1ot

0 4 3’]

ceat Yol Aty Lipeed Sty Lata
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Native
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OWARSH

Open Web Application
Security Project

SECURITY
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OWASP
Top 10

#1: Injection
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2013 OWASP Top 10

1.

© © N o o B~ W

Injection

Broken authentication and session
management

Cross-site scripting (XSS)

Insecure direct object references
Security misconfiguration

Sensitive data exposure

Missing function level access control
Cross-site request forgery (CSRF)

Using components with known
vulnerabilities

10. Unvalidated redirects and forwards

2017 OWASP Top 10

© ®© N o g & w0 N B

=
o

Injection

Broken authentication
Sensitive data exposure
XML external entities (XXE)
Broken access control
Security misconfiguration
Cross-site scripting (XSS)
Insecure deserialization

Using components with known
vulnerabilities

Insufficient logging
and monitoring



Login I 1%
Affiliates || 1%

2U 0668",0, 0) DROPDATBASE TABLIG W Admin [ 2%
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Betablock Il 2%

Cart [l 3%
SECURITY . Comments [llll 4%
) LA Exchweb [l 6%
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V poslednich 8 letech bylo vyzrazeno vice nez 7.1 miliard identit
Linkedffl] awhe %2 Dropbox ::myspace  YAHOO!

117 mil. 150 mil. 70 mil. 427 mil. 3 miliardy 137 mil. 144 mil.
ucta ucta ucta ucta ucta uctu ucta

“Témeér Be4-l/8 uzivatelu pouzivaji jedno heslo na vice
mistech a nezmeénili jej 5 a vice let ”
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K éemu jsou utoénikum takové udaje?
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USERNAME USERNAME
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USERNAME USERNAME
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USERNAME USERNAME
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USERNAME ﬁ Healthcare
000O00OO0O Data

USERNAME Credit Card
/ 0000000 Data

([l [ — y fomme] S B Financial
o 0000000 Data

= @ .......... Passport
0o0O000OO0O Data

USERNAME EI Intellectual
00000O0O0 Property

Uspésnost vice nez 7 %
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Behavioral DoS protection
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Redukce
Provozu o
30 %
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About Shape

Protects web & mobile applications from automated attack and abuse

Customers include:

4 of the top 10 Global Airlines

3 of the top 5 US banks

2 of the top 10 Global Retallers

2 of the top 5 Global Hotel Chains
5 of the top 10 Credit Card Issuers
2 of the top 5 Insurers

Founded:
Mountain View, California 2011

Patents:
50+ Issued 130+ Pending

Recognised as the fastest growing
company in Silicon Valley (Deloitte, 2018)

Traffic Volume:

1B+ transactions/day

100M real human logins/day

125M mobile devices with Shape SDK

T -

F5 acquires Shape Security
for $1B

nnnnnnnnn . C]




Fraud occurs when criminals act like legitimate users

:o | @ alza.cz

,
oroduktu s
3 L oo | PPleaBasts :
(5 — S e O
vy ° WSS
o ' ".""" Tk .g.. A .
e -31%
o= &}
: @S«hvb!diqoml e :
Users Web & Mobile Apps Criminals
(criminals mixed in with good users) (serve good users & criminals (not evident until it’s too
alike) late)

To compete today, enterprises must be open to anyone, anywhere, on any device.
Web/Mobile Applications - significant source of fraud.



Challenge: criminals use apps as you intended (no flaws)

3

User: logs in with
username & password

Prihlaseni

facebook

Attacker: logs in with
username & password

. == "
Nova registrace Zapomenuté heslo

Criminals, armed with widely-available tools, can evade technologies like
non-advanced WAF or ineffective techniques like CAPTCHA

Confidential SH: P&
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Legend

SH-Pe

Part of F5

Value Creation

WE SECURE THAT YOUR
APPLICATION USED BY HUMAN AND

NNT DAN DnT‘S

Gift Card
cracking
Spambots Login
Credential Forgot username/password
Stiffing Create Account
Scraping il
PSBSSWf'd Credit Card Application
praying .
Transfer Loyalty Points
Captcha
Ehridas Search

Enumeration

Open API Abuse

Bruteforce

© =& Q 3

Customer I-nnmly Maliciows Manual Threat
Hot Fraud Devica

DETECTION-MONITORING-MITIGATION
IN REALTIME

J\,.

App

Shape Business Outcome

Account Takeover (ATO) Fraud Prevention
Synthetic Identities blocking

Scraper /Aggregator visibility & control
Man-in-the Browser Defense

Manual Fraud at scale detection/ blocking
Remove high-friction mechanisms, including
CAPTCHA and multifactor authentication

Confidential Si-I=T=2E&
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Major online retailer in Asia G2000 (Initial stages of
mitigation)

HOSIS WQUOElN B3R A= @ HUMAN (  DETECTED & FLAGGED§) DETECTED & BLOCKED

6M Mitigation Mode (on attacker signatures)
5M |« ' Observation Mode (flagging only) ~| Retool Detected in Stage |l (update Stage I)
4M ' Mitigation Mode (on new sigature)
3M | | Attacker Gives Up
il | | | | !
« LSRN | I iy | e
| L TRT T Y I L | (EM
NNV TR N ! | . |- AR

| |

0 |

April May June



Major online G2000 (Continued efficacy @ 18mo+)

View » | @ Zoom Out| @ Alowed (36318228) @ Automated (Biocked) (198829) @ Autormated (Passed) (237199) count per 3h | (36754256 hits)

- 0 ATOs

1

- Traffic now 1% automated
(not 92%)
- Customer expanded

protection to mobile
Il || ll |l H l| |

250000

H Il || I| Il il |l H || || II



Shape is uniquely effective against sophisticated attacks

Scaled Manual Attacks

- Mechanical Turks (Human
Sweatshops)
- Repetitive patterns

Professional Automation
- Highly motivated and skilled

- Customized bot tools

- Persistent

Amateur Automation

- Less motivated and skilled

- Off-the-shelf bot tools (Sentry MBA)
- Terminable

O O O shape
QQQ Other Solutions



1 Evolution of Attacks — Why traditional security measures fail




Evolution of Attacks — Why traditional security measures fall
Criminals armed with widely-available tools and services to launch Imitation Attacks

WHAT ARE IMITATION ATTACKS?

Initation attacks occur when criminals
simulate legitimate activity, like logging
into an ceount, on your web and mobile
applications.

These attacks result in ATO, stolen points,
lost Pll and fraud.

People reuse passwords
Up to 2% of all leaked credentials
will work on any given site

Attackers use Automation

to test credentials

-Penetrate sites that have not
otherwise been breached

5+ Billion

Leaked credentials in 2016 to 2018 alone

FREE

Servry WA corfi Pack [emell ) 2] | NETLIIX SPOTIY
-

ParyPul Sevtry Config + Cagture!] PRIVATIN
- -

Tools to imitate humans on any site
$50 per config

Botnets of real user machines
$2 per hour per 1,000 IPs

v N

CAPTCHA Bypass done right gy St ¢ g & 0

Speciality services to solve CAPTCHA
$1.39 per 1000

Confidential S-=
Part f F&



Evolution of Attacks — Why traditional security measures fall
Criminals armed with widely-available tools and services to launch Imitation Attacks

A Custom & Retooled Attacks
Uses Full Browser
Programmatically controls a real Custom Attack Platforms U Ses FU | |
browser generating\ mouse Target specific , custom developed,
movements and fake keystrokes using Purpose built for attack target Browser

tools like Selenium and Sikull

Imitates Browser User Imitation
Renders web page in memory, Fake mouse tracks, fake keystrokes,
executes JavaScript like real browser

%
g using tools like PhantomJS Selenium, Sikuli, Humans
L) .
Imitates Browser |mlta'[eS
Network Traffic Browser Imitation
Creates HTTP network Execute JavaScript like real browser. Browser
traffic using tools like Sentry PhantomJs, Headless Chrome

MBA, Wget and cURL

Network Requests
HTTP requests

Sentry MBA, Wget and cURL .
mitates Browser

Attack Sophistication & Motivation .
) > Network Traffic

Low Value behind the Login High

Traditional security measures (e.g. device ID, WAFs, IPS) are typically signature-based
and can’t defend against sophisticated, retooling attackers

Confidential

art of F&



What set us apart

Shape is designed to adaptand maintain full efficacy even as attackers evolve

As soon as new countermeasures are deployed, 5%-10% of
attackers will typically attempt to retool.

72% give up ‘
- Human Posts Mitigation Mode Enabled

Automation
Flagged Posts

Aut tion P i
| [Preweraid Attacker went away

- 20% persist
f e W v v f F.l é“ " S A 4 "
Shape is designed to adapt and maintain full efficacy even as attackers evolve .
" 15% ramp up
Shape Detect Advanced Attackers that Retool .

Years of defending the largest brands has given Shape’s machine 6.5% retool

PR S learning models access to the most advanced attack data,

ARTIFICIALINTELUGERCE gllowing Shape to stop even the most sophisticated attackers.

Shape Al is trained on years of attack data from Fortune 500 companies Confidential  SH=TE

Part of FE



Tools and Services to launch Attacks
Sentry MBA - Credential stuffing / Brute-Force Login inclusive CAPTCHA solver

OCR Wizard

DA Mode: Tes

i Fnage URL Wi

|
|
l Inage URL Exdtaction Mode Unigue SO0« Exdsaction Sting

OCR Main Settings

senct v Captcha Fiskd Aetiesty Automasc » CagichaFedd vesbycooe

Yerd Imagee
fiovdet/vartpoode
Image URLS ewtraoted ¥

Aubu-ri
OCR Outpst

Dowrioad enage wity sebected poey Prosgr 41 100 16170000, Teuted: 2790 Matses: 1

Mazed o oV Inage bntoc Her 22050 See 1419, Foovst: 09
n...‘.u!:_... Proceazad lnage

w |
ful
7

bqt 6

Brocatsng Tmeing) T8

OLR Code bath Contimrca: §5 %

Acquire mages

£rgee Mode =
» Daatare Timring Wigh 1 Mgt | 1100

UteData

| Pugess |

Image Procesaing Sestings
Fust Stage - PreProcersng

Buders > hwt: 0 2 Top 0
Secend Stage  Colo Processing
Farxovm hase back grosnd colors

Curdas) O
VINAY Theashold 105 ©

SiPgt 0 5 Bot O

Bigrinesy O
¥ et <> M Bsck Daogay O
Third Stage  Neise Procezsing

Famowe ihase nose cokony
¥ Retsove Nous 1 7 lsclaed Pash 2
Lines Farametes N Leons Ma LN
SaanEnd Theesholds » Masline'Welite 1
1 owth fitage - Leomolieg Mocesing
ViRewn 12 4
1 8th Stage - Dhmactens ocessing
EdimlinSeing St 2 T Emt ' D Wtk S
dabeancod Setiogs  SoM Width 33 0 Spl Pewls 2
Processng Selings |77 SUExiacton Fecen |
Bown Setinx Spscec 1 T MBcude U
Botddon Setlenss  'Anghe 0 T Steox §
Sith Stage - Dulpet Sting Frocossing
Witetan [JDigts  Inchucls theoe Ches
Mn Lenghc 4 Mas Laeghs &
Other Opticns
Tossneact Larguage <00 -

T VBoder T
Border

Lo B

Diedatn Inage Faletta
Processed |mage Viluskeson Mode Tavachon Lires -
Oiet 2

Piedhocess Arenaded G > Slat Frome: &

& Boedatzs Left 4 ZiTop 3 D Rge 2

e 1

[Sstaann 0

T Mnlengh 20 C

roxsoreal pousts |

Rermove Lo

M Procis Diferorce. 4

DB 2

< Enatis Stage

U Hege M1 5
I Wimore 30
Aesee Tigge 11

¢ Enatis Srsoe|

Enthade Pese Chae

UPPERCASE

Comprastonsl Capichay

isentrymba.com » Forum ) Tag ¥ Translate this page

timvision | iSentryMba - Italian Cracking Community
Oct 3, 2018 - 13 posis
SentryMBA 2x Timvision Pramium. Hidden content ... TimVision + Caplure Config | Fast |
Agglomata 2018 Ecco a voi la config per TimVision, noto portale di streaming di telefilm e film
creato da Telecom Itafia. E" un buon ...

1 author

Sentry MBA Configuration Service [FROM $7.95] - Hack Forums

Premium Sellers Section-Sentry MBA Configuration Service [FROM $7.95]
.. Otto.de. Transunion.ca. Mobilcom-debitel.de. Seatgeek.com. TOS

Sentry MBA leverage Data from data leaks for automated Credential stuffing / Brute-Force Login
(Login, Password Reset, Account Registration, etc.)

Confidential
of F&
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Tools and Services to launch Attacks

Genesis Digital Fingerprint Marketplace

usernames & passwords
browsing history

cookies

machine & browser attributes

https://genesis.market

Sign On

User 1D

lj Remember my User iD

\\\\\ » MATCH

/

usernames & passwords
browsing history
cookies

machine & browser attributes

“Genesis Security” plugin

Confidential

SH-1Pe

Part of FE



Evolution of Attacks — Business Impact

Increasing operational expenditure for the detection and defense against:

Scraping
(Price Comparisons, IP Theft, or Plagiarism)

-~ edentia-Staffiat _ TS , I
Over
(Mass log in attempts used to verify the validity

-~ of stolen username/password pairs} -

Fake Accounts Creation at Scale

\ J
s A
Open API Abuse
\ J
s A

Fraudulent Transactions

Arising from Man-in-the-Browser and malware

Business Problems

Account Take Over Fraud
Breach of personal information
Multiple forms of fraud

System Overhead

Application DDoS

Consume of Marketing KPI

Block/Lock Online Inventory

Confidential Si-I=T=2E&

Part of F&



2 Introduction Shape Enterprise Defense




Shape Enterprise Defense
DETECTION-MONITORING-MITIGATION - enabling real-time fraud prevention

Shape Concept of Protected Customer Experience Flow ( POST-GET Request)

Legitimate Traffic
I Human
Protected Customer \
. I E l Legitimate Traffic

Experlence Flow Automation (Monitoring)

o
Client Signals . _
Shape collects advanced | « =
telemetry to enhance the Gasgle
ability of the defense engine | g

to detect attacks.

) Registration

These signals are collected

via Java-Script on web %/

Real-Time Mitigation
Types of Traffic & Custom Action

Custom Action

appllcatlons and an SDK on | S h r-1u||chL| P'“ﬂ‘:kﬂf Block - Stop processing the request
. . . . earc . i - "
nativemobile applications. - Respond - Respond wih a configured HTTP response
Sh ape Ap pl lance Deceive - Provide misdirection to attackers
Read-Onl - Limit A by T i
Ej ﬂ (Hardware/ VM/ Hosted Reto Limit - Limit System resource mpact
Flag - Mark Traffic for later action
Cloud & API)

Threat Device Bad Actors It relies on hundreds of signals
at the network, browser, and user levels.

Confidential Si-I=T=2E&

Part of FE



Shape Enterprise Defense
Shape Signal Set

Protection is based on Fingerprints, Header Pattern, User Behavior Pattern and Signals —NOT IP‘s or User Agent

Interrogate Environment Client Detection Evaluate Behavior
Are you who you say you are? and more Are you even a browser? and more Are you a human? and more

Proofs of hardware, proofs of environment, deception, user behavior collection, and much more

ASN _-},_)

To find fraudulent transactions, we use one or more data points:
- Browser identifier based on unique interrogation
- User interaction pattern
- HTTP Header indicators
- Timing analysis (keystrokes and interaction)
- Traffic source analysis (Autonomous Systems)
- Custom signals and rules =L

Confidential Si-I=T=2E&



Shape Enterprise Defense
Shape Signal Set — Real Example

Webtraffic Pattern over time

68,60M

Total POSTs




Shape Enterprise Defense
Shape Signal Set — Real Example

[ @ 5 Attackers

Webtraffic Pattern over time

| i | ﬁ \
» hfw‘ i
This is attack traffic \"'An N‘WA»Q/ |
s

llllll

68,6M Y 94%

Automated
Total POSTs Human




Shape Enterprise Defense

Shape Security includes a 24/7 traffic monitoring, threat intelligence analysis, and countermeasure

deployment (if required) services

N\

Protected Customer
Experience Flow

Customer

Reporting

Legitimate Traffic
Human
I l Legitimate Traffic
Automation (Monitoring)

The Security Operations Center monitors traffic 24/7 and provides incident

| | response. |
[ ' Additionally, threat experts deliver regular briefings on attacks and industry intelligence
: collected across Shape’s customer network, acting as an extension of an enterprise’s
| security and fraud teams.
| T 24x7 r
- N - - |
. 3] ‘@' 2 MACHINE LEARNING

ARTIFICIAL Service updates regularly to run... |
| INTELLIGENCE « Generated machine learning models per attacker I
I * Custom rules written by secunty analysts.

» Varlable responses designed for advanced attackers. I
' |
SEM

I STAGE | STAGE Il I
' |
I . . .
—————— Multi Stage Detection as a Service '_;:—E—'

Part of F5



3 Shape Deployment Options




/ Shape Deployment On-Premise

Enterprise Boundary

Website end-users

Shape
G Javascript

Load Balancer Web app servers

General Traffic
> >
Shape Processed Traffic
A

Internet \
o 1 N
0 sh
Pr ot:stee p Mobile API Servers
STAGE i v

[
|

|

|

|

|

|

|

|

[

|

|

|

| Traffic
|

. —> o h—
|

|

|

|

|

|

|

|

|

|

[

|

|

|
&
|\

I///

¢
.<,<<'<
W

B v o o ——— — — — — ————————— —— ——————— ——— — — — ———— — — —— — — — ——



/ Shape Deployment Cloud

WEBSHEBLISAEE 0000 e e e e g
Mobilg App Users Web app servers

Shape

|
|
|
|
Javascript | s
@ | General Traffic o
= Internet) | § Shape Processed Traffic @ E
I —
|
| A
|
|
|

-

s ‘l
z

sh %
% O S
Traffic | \

S ol el w——————— ——————————————— — —— —— A —— — — — ———— ———— — —————

STAGE II Y
\ Shape Cloud

_@ (GCP)

‘\
Q‘) or




Shape is CDN/Cloud/Load Balancer agnostic

Shape Security is compatible with all the leading CDN, Cloud, and Load Balancer

providers, so you are not tied into any one technology stack.

fastly

W, IMPERVA

INCAPSULA

amazon

web services

J\ Azure

o

Google Cloud Platform



Delivered as a Managed Services

Security Operations Center (24x7)

Threat Analysis & Reporting
o Incident and Attack Reports
o Threat Summary Reports
o Raw Data Delivery

e ] AW
|r||  ‘ “3}

Threat Research
o Dark Web Reconnaissance (upon request)
o Attribution (upon request)




Reseni

Pristup k aplikaci

'%ALEF h

000
00
000




ACCESS

?ALEF

Co s novymi prichozimi?

Jak zabranit uniku hesel
zameéstnancu?

Jak zvysit zabezpeceni
prihlasovani?

72



ACCESS

reCAPTCHA

E—cuun I!

E ST f!

73



ACCESS

Prihlasit pomoci Single sign-on

B!
| e IS
b =SS

E—cum!
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ACCESS
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Multifaktorova
autentizace
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Na par
kliknuti

Multifaktorova
autentizace

APM

o

Bez hesla,
jednim
kliknutim

76



Reseni

Univerzalni dekrypce pro vsechny security

nastroje
58
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KE: Nemohu zabezpecit, co nevidim...

SSL/TLS
internetového weboveho obsahu
7 O % provozu je 8 O % je zabezpecCeno
Sifrovano SSL/TLS

Orchestrace

?ALEF



SSL/TLS
Orchestrace

?ALEF

SSL/TLS narusta

TLS 1.2 vs. SSL 3.0

60%
61%

34% 25%

2015 2016

2017

—TLS 1.2

—SSL 3.0

79



SSL/TLS
Orchestrace

?ALEF

Vliiv
Microsoft
Office 365

Narust uzivani
socialnich siti

SSL/TLS

Google v = yr : o
Chror%le S Ifl'Ova n | G I Tfldem o
upozornéni B - oogle vyfllleglfu N
na SSL/TLS usiness | vyhledavani
Drivers |
ZvySena snaha o
GDPR zachovani
soukromi

80



Q
Y oq 01‘ a0

0
> 3

3
0

SSL/TLS
Orchestrace

%ALEF

Tri vyzvy SSL/TLS

Viditelnost

je zredukovana
kvuli uzivani
Sifrovani

Vykon

je degradovan
neustalou enkrypci a
dekrypci

Slozitost

zatezuje cele
IT organizace

81



Pozivate sifrovani? Utoénici takeé.

Neduvéryhodné sité Bezpecnostni nastroje

C ) () C
@ < ©>\ > (@ ) © )
(@I C )

IPS DLP SWG Other

Nezasifrovana
hrozba

@ SSL/TLS BLIND SPOT

Sifrovana hrozba

mLEF

Aplikace

Internet

82



Ziskat data diky sifrovani

Vyuziti uzivatele Command & Control

Exfiltrace dat

mLEF

83



Jak to bézné vypada s bezpecnosti a Y
sifrovanim?

Decrypt, Decrypt, Decrypt, Decrypt,
Inspect, Inspect, Inspect, Inspect,
Re-Encrypt Re-Encrypt Re-Encrypt Re-Encrypt

Uzivatelé Next-Gen Web Gateway Anti-Malware Next-Gen Internet /
Firewall Firewall Apps
NNS Labs testovali Cas odezvy narostl o 60% provozu bylo
Firewall v tomto scénari 672% zahozeno/nezkontrolovano

mLEF

84



SSL Orchestrator

=

Next-Gen
Firewall

N

Next-Gen

IPS

Malware Secure Web
Protection Gateway

Uzivatelé

SIS

Data Loss Ostatni
Prevention

SSL
Orchestrator

Blind spot eliminovan

Internet /
Apps




A

Viditelnost il

Stale potrebujeme jednoduchou spravu, skupiny,
pravidla...

mLEF



Akcelerace Bezpecnost

&

Dobry a Spatny

). Zrychleni
) Bot

prenosu

Uspora linky (o ' ,n.c] DDoS ochrana
40 %) \ L3-L7

‘ Chytré rozlozeni
@ zatéze

r“f’ SQL Injection, .
-/ OWASP 10

mLEF
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Neco pro vyvojare?
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400M

sites run NGINX

WE HAVE TREMENDOUS INSIGHT INTO APPLICATION PATTERNS
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Three challenges enterprises face in digital

CUSTOMER BUSINESS DIGITAL
EXPERIENCE AGILITY RO



Three mistakes customers make

INFRASTRUCTURE SECURITY & NETWORK TOOL
LOCK-IN BOTTLENECK SPRAWL

Limits application portability Prevents agility and collaboration Leads to complexity and higher
across clouds among roles COosts
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Today’s architectures are a complex patchwork of tools
spanning from code to customer
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Complement F5 with a platform that simplifies your
environment, reducing 13 platforms to 3

NGINX Controller
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Early 2000’s: Hardware load-balancers

Code

oQ

Load
balancer

Purpose-built
hardware

Customer



2005 to mid 2010’s: Hardware ADCs

B GE @ % @

Code Load App DNS DDoS Customer
balancer security

Purpose-built
hardware



Mid 2010’s: Services decoupled from
the underlying infrastructure

0B G

Code Load App DNS DDoS
balancer security

Public Virtual Purpose-built
cloud machines hardware

Customer



Mid 2010’s: Central Management
Introduced to reduce operational overhead

BIG-IQ

CENTRAL MANAGEMENT
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Code Load App DNS DDoS
balancer security

Public Virtual Purpose-built
cloud machines hardware

Customer



Let’'s dive into how NGINX Controller can help you today

Centralized LOB
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server controller gateway balancer firewall

Any infrastructure
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Eliminate tool sprawl | Bake security in | Abstract underlying infrastructure
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CODE App / web Ingress API Load Web app CUSTOMER

server controller gateway balancer firewall

Any infrastructure

Containers e Public cloud e Virtual machines e Colocation ® Commodity HW e Purpose-built HW



Give persona-specific views | Get end-to-end visibility | Automate intelligently | Integrate with ecosystem
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Get Started with F5 and NGINX

FOUR WAYS TO USE NGINX TO DELIVER CODE TO CUSTOMERS

-

E:a-p-li;j i;}’\f,’ E:a-l:;l:;j N .
5
A

™
Migrate Hardwareto  Scale ADCs Across Deploy API Modernize Apps and
Software ADC Multi-Cloud Management Build New Apps
Per-App and DevOps Secure and portable End-to-end API Lightweight, efficient service

integrated load balancing apps across multi-cloud lifecycle services mesh and Kubernetes IC
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LTM aWAF APM

Local Traffic Management Advanced Web Application Firewall Access Policy Manager
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ASM to aWAF
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